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POC3HEPIrOATOM

ObnacTtb 3agay npeseHTauum BHUMNASC

Bonpochobl:
— KoHdumaeHumnanbHOCTN HET?
— KoHdumaeHumnanbHocTb = 07
— KoHdomaeHunanobHOCTb HE HYXHa?
— KoHdomaeHunasnbHOCTL MOXHO nNpeHebpeyb?

8 B o6nacTb 3agay gaHHou npe3eHTauumn HE BxopsT:
— BblOOp/cpaBHEHME/aHANN3 3aLlUNTHBIX MeEp.



TEOPUA



POC3HEPIrOATOM

OnpegeneHne KoOHMPUOEHUNanbHOCTH BHUMASC

KoHuaeHUmanbHOCTb MHopMauun:

oba3arensHoe ANd BbIMNOSTHEHNS NULIOM, NOSTy4YMBLUMM OOCTYN K
@ onpegeneHHon nHdbopmauum, TpedboBaHmne He nepeaaBaTtb
TaKyo MHoOpMaLUo TpeETbUM Nuuam 6e3 cornacusi ee

obnapaTtens.

KoHdmaeHunanbHasa nHdopmauus (sensitive information):
NHdopmMaumsa, Tpedytowasa 3awmThl.

[1] 3 149-2006, 2006, "O6 nHopmaLmmn, MHHOPMAaLMOHHBLIX TEXHOMNOMUSIX U O 3awuTe nHdopmauum”;
[2] "PykoBogsawwmii [OKYMEHT. 3almTa OT HECaHKLUMOHMPOBAHHOIO JOCTyna K MHopmauun. TepMuHbl 1 onpegenexHms”. YTBepXXOeH peLleHnem
npeacepartens Noctexkomuccun Poccun ot 30 mapTa 1992 . {



POC3HEPIrOATOM

OnpegeneHne KoOHMPUOEHUNanbHOCTH BHUMASC

KoHpumaoeHunanbHOCTb:

CBOWUCTBO, B CUINY KOTOPOro MHpopmauuns
He NPeaocTaBNaAeTcsa U He pacKkpbliBaeTcs No 3anpocam
HEe MMEKLLUX pa3peLlenuns nuu, 00 bEKTOB UK NPOLIECCOB.

Confidentiality:

The property that information is
not made available or disclosed to unauthorized individuals,
entities or processes.

C000

[1] IEC 62645:2014, 2014, Edition 1, "Nuclear power plants - Instrumentation and control systems - Requirements for security programmes for computer-based systems".
[2] IEC/PAS 62443-3:2008, 2008, Edition 1, "Security for industrial process measurement and control - Network and system security".

[3] IAEA NSS 17, 2011, "Computer Security at Nuclear Facilities".

[4] IAEA NSS 23-G, 2015, "Implementing Guide. Security of Nuclear Information". 8



POC3HEPIrOATOM

OnpegeneHne KoOHMPUOEHUNanbHOCTH BHUMASC

KoHdmaeHunanbHoCTh AaHHbIX (data confidentiality):
CBONCTBO, rapaHTupytoLlee, YTo MHGopMauma
He cTana OoCTyrnHa UM packpeita nodbbiM HEaBTOPU30BaHHbLIM

@ Cy6'beKTaM CNCTEMDbI, BKJTHO4HaA HEABTOPUMN3OBAHHbIX JTNL,

CTPYKTYPbI U NPOLIECCHI.

KoHdmaeHunansHocTh (confidentiality):
[[@apaHTns TOoro, YTo MHopmMaumna He dyaeT packpbiTa
HeaBTOPWU30BaHHbIM NLaM, NpoLeccam UM ycTpoucTeam.

[1] FTOCT P 56205-2014, 2015, “CeTv KOMMYHUKaLMOHHbIE MPOMbILLIEHHbIE. 3aluLLeHHOCTb (knbepbesonacHocTb) ceTu n cuctemsl. Yacts 1-1.

TepMUHOMOrns, KOHLENTyanbHble NONoXEHUst N Mogenn”.

[2] IECITS 62443-1-1:2009, 2009, Edition 1, "Industrial communication networks — Network and system security — Part 1-1: Terminology, concepts 9
and models"



POC3HEPIrOATOM

OnpegeneHne KoOHMPUOEHUNanbHOCTH BHUMASC

KoHdpuaeHUmanbHOCTb MHpopMauun:

@ CBoWCcTBO 6e30MacHOCTU MHOpMaLWK,

MPY KOTOPOM /10CTYI K HEN OCYLLECTBMSAT TONbKO CYOLEKTHI
AocTyna, MMeroLLne Ha Hero rnpaso.

KoHdomaeHumanbHoCcTb MHdopMauum (confidentiality):

CocTtosiHne nHdpopmaumu,
MPU KOTOPOM [OCTYI K HEW OCYLLECTBNSAOT TOMBbKO CyOLEKTHl,

nMMerLine Ha Hero npaso.

[1] ®CTO3K, 2014, “MeToanyecknin AoKyMeHT. Mepbl 3aLlmTbl UHOPMaLUK B rocyaapCTBEHHbIX MHPOPMAaLMOHHbIX cucTemax”.
[2] P 50.1.056-2005, 2006, “TexHnyeckas 3awmta nHcopmaumnm. OCHOBHbIE TEPMUHBI 1 onpegeneHns”. 10



POC3HEPIrOATOM

OnpegeneHne KoOHMPUOEHUNanbHOCTH BHUMASC

KoHdomaeHumansHocTb (confidentiality):

CoxpaHeHne aBTopn30BaHHLIX OrpaHnYeHn Ha JOCTYI U
packpbITUe NHPopMaLUn, BKIOYaa cpeacraea 3awmnThl
HEeNPUKOCHOBEHHOCTM YaCTHOW XXN3HU N NpOonpueTapHoOu
NHopmMauun.

[TpnmeyaHue:

npu ynotpeodbneHnn B koHTekcte IACS* TepMMH OTHOCUTCS K
3almTe gaHHbIx U nHhopmaumn, otTHocawmxea K IACS,

OT HEaBTOPU30BaAHHOIo AOCTYynNa.

©®E

[1] TOCT P M3K 62443-3-3-2016, 2016, CeTn NpoMbILLeHHOM KOMMYyHUKaumu. BesonacHocTb ceTe u cucteM. Yactb 3-3. TpeboBaHus k
cMcTeMHon 6e30nacHOCTM U YPOBHM 6E30MacHOCTK.
[2] IEC 62443-3-3:2013, 2013, Edition 1, "Industrial communication networks - Network and system security - Part 3-3: System security
requirements and security levels".
[3] NIST SP800-82, 2015, Revision 2, "Guide to Industrial Control Systems (ICS) Security*.
11

* CoxpaHéH TekcT opurnHana (IACS - industrial automation and control systems, cuctemsl NPOMbILLIIEHHON aBTOMaTUKN U KOHTPONS).



OnpegeneHne KoOHMPUOEHUNanbHOCTH

\_

He npegocTaBneHne/

HEeOCTYMHOCTb*
J

-

\_

~N

IS not made available

J

* He,lJ,OCTyI'IHOCTb Ana HeaBTOPU30BAHHOIO Cy6'beKTa

KoHdunaeHUManbHOCTb
cCOoXpaHeHune
aBTOPM3ALMOHHbIX
. OrpaHnyeHumu )
: preserving -
authorized

restrictions

POCSHEPIrOATOM

BHUNASC

He pacKpbiTue

\_ _J
e N
protecting from
disclosure
_ y

12



POCSHEPIrOATOM

OnpepgeneHne KoHdPUOEHLNanbHOCTH BHUMASC

IAEA Nuclear Security Series No. 17

Annex D (informative) \

Attackers profiles and attack scenarios

1EC IEC 62645

Rason 10 20148

5 INTERNATIONAL
STANDARD

NORME
S INTERNATIONALE

Depending on the objectives or aims of the
N — attack, the attacker is likely to exploit different
i system vulnerabilities. Such attacks can lead to:
 unauthorized access to information (loss of
confidentiality);

\ /

[1] IEC 62645:2014, 2014, Edition 1, "Nuclear power plants - Instrumentation and control systems - Requirements for security programmes for computer-based systems"
[2] IAEA Nuclear Security Series No. 17, 2011, Technical Guidance. Reference Manual, "Computer Security at Nuclear Facilities" 13




POC3HEPIrOATOM

OnpegeneHne KoOHMPUOEHUNanbHOCTH BHUMASC

5.2 Llenn 6e3onacHocTH \

B pamkax onpegeneHHbIx TpeboBaHuin K aKCnyaTayumm
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuu OTAENbHbIE KOMIMOHEHTLI UM CUCTEMBI B LIeSToM byayT
~~~~~~ A— NMETb UHble MPUOPUTETHLI B Ka4ecTBe Lenen (T.e.
e e 3HadeHne LenoCTHOCTM UNu OOCTYNHOCTU MOXET
nepeBecuUTb 3Ha4YeHne KoHMOeHUNAaNbHOCTM UNnu
HaobopoT). B pesynsrarte ansa 4OCTUXEHMA Lenen
e 6e30nacHOCTM opraHM3aums MOXeT ObiTb BbIHYXXOEHa

NPUMEHATL ApYrne KOHTPMEpbI. J

UcTtounuk: TOCT P 56205-2014 (IEC/TS 62443-1-1:2009), 2014, "CeTn KOMMYH/KALMOHHbIE NPOMbILLNEHHbIE. 3alumLeHHOCTb (knbepbe3onacHOCTb) CETU U CUCTEMBI.
YacTb 1-1. TepmuHonorus, KoHUenTyanbHble NONoXeHusa U Mogenu". 14

roctp

L 56205—

2014

IECITS
62443-1-1:2009
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BosaelicTBre Ha KOH(MOEHLMANBHOCTb BHUMASC

...
“K Bo3gencrteue:
* MpsMOE:
— nepepa4va MHdoOpMaLIMK NO OTKPbLITbIM KaHanaw;
‘i\*‘: U — NpsIMOe packpbITUe MHDOPMaLINN.
\ e onocpegoBaHHOE:
K a — OHOBPEMEHHOE HapyLUeHNE HECKONTbKNX CBOWCTB
. < NHOopMaLMN/gaHHbIX;
\ — nocnefoBaTernbHoe B3auMOoCBsA3aHHOe HapyLueHne
% g CBOWCTB MHdopMaLUun/gaHHbIX.

*U, A, K — uenoctHocTb, AOCTYNHOCTb, KOHPUAEHLNANBHOCTD.

16



POC3HEPIrOATOM

OnuncaHune ataku BHUMASC

ATaka MOXET XapaKTepu3oBaTbCs C MOMOLLbIO cneayoLnX NOHATUN:
« CcXema ataku / NoBepXHOCTb aTaku / BEKTOP aTaky;

* nepuoa atakn / dasbl ataku.

17



POCSHEPIrOATOM

MAIATO NSS-17 - ®asbl ataku BHMUMNASC

[MpunoxeHwne |. CueHapun atak Ha CUCTEMbI A4ePHbIX \
YyCTaHOBOK

KomnbloTepHas GesonacHocTb

Ha fifepHbIX YCTaHOBKaxX

XopoLwo cniaHnpoBaHHaAA KOMMNbOTEPHAs aTtaka COCTOUT U3
psiga 3TanoB. OTU 3Tanbl BKAKOYAOT:
e onpeperneHue uenu;
* U3y4vyeHme oO6CTaHOBKMU;
« AOCTYN K cucTtemMe/HapylleHne ee HopmMmarbHoOM paboThbl;
* BbIMNOJTHEHNE aTaKMu;
* COKpbITME CrefoB B NogaepKKy oTpuuaHna BUHOBHOCTU

\ <NPUM. HENPUYACTHOCTU>, /

McTouHuk: CnpaBoyHoe pykoBoacTBo "KoMnbloTepHas 6e30nacHOCTb Ha saepHbIX ycTaHoBkax", cepus nagaHun MATATO no dumanyeckon agepHomn
6e3onacHocTn, Ne 17, MAFAT3, 2012

18



POC3HEPIrOATOM

da3bl LeneBon aTtaku BHUMNASC

\\ \ \ [locTmxeHue

MNoaroTtoBka > MpoHukHOoBeHWe  >PacnpocTpaHeHne 9
Lenew
* BbiSIBfieHMe LenuM  * TexHuka obxoga  * 3aKpensieHue _* U3MeHeHMe
« cbop  cTaHaapTHbIX e pacnpocTpaHe-  AaHHbIX
MHbopMaLmm . CpeacTB 3alWMTbl  Hue e MaHUNYNALUK C
» paspabotka s okcnnyataumst oBHOBREHWe ~ 6usHec
cTpaternm ~ ys3BUMOCTEN _* MOMCK KMIOYEBOM  NpoLeccamu
* cO3JaHve cTeHga * coumanbHas  VHdoOpMaLMM U XULLEHUE
« paspaboTka  MHXeHepws ~ MeTodoB  KIIOYEBOIA
MHCTPYMEHTOB _* KOMBVHMPOBAH-  [OCTWDKEHWS  MHdopMaLMK
 Hble TeXHUKY  uere _* COKpbITME CNeaoB
_* VHBeHTapu3auus _* To4Ka BO3BpaTa
. cetu | |
BeHnnamuH JleBuoB, "AHaToMKS TapreTupoBaHHoON aTakun", 16 aekabpsa 2016 19

https://business.kaspersky.ru/targeted-attack-anatomy/4388/



POC3HEPIrOATOM

BHUNASC

ATAKA B KPATKOCPOYHOW NEPCMNEKTUBE



POC3HEPIrOATOM

[Tlpmep anroputmMa aTaku BHUMADC
Y
( Hauano > 3anyck skcnnoita [
(conepxatero 4
Harpy3ky)

CkaHupoBaHue u

uaeHTUdUKauns «

YSA3BMMOCTEN

v

YA3BUMOCTb
Npo3KcnyaTu-
poBaHa?

Harpysaka sHegpeHa

Ma3BecTHas
YyS3BUMOCTb
o6GHapyxeHa?

Het

Harpyaka
Bbibop Harpyaku ons BHeapeHa?

BHEOPEHWA

(o)

21




POCSHEPIrOATOM

[Mpnmep atakn — JKcnnyaTauns ya3BMMoCTu BHUUASC
)
AKCNNOUT SKCANONT BUpTYyarnbHas
BUpTYyarbHas : namate OC
namsate OC - ———
Harpyska
/ /

)

*Y - ys3BMMOCTb HyneBoro s, forever-day yassumocTsb, forever-day bug 22



POCSHEPIrOATOM

[Mpumep ataku — [NaccuBHaa gpasa BHUMAIC

) y
BUpPTYyarbHas nepedepunHbie
namate OC |  ___—=- == yCTpOWCTBa
————— )
Harpyska fe-__ \
- Ssto e ceTeBast
-~y
: AN Rl noacuctema
1 \\ ~~s~ J
‘| ~ s~~
-~
\
Ly nogcuctema ANcKoBasi
BBOJa/BbiBOOA nogcucrtema
J

23



POCSHEPIrOATOM

[lpmep atakm — AKTUBHaa gpasa BHUMASC

N ’ \
BUpTYyarbHas /

nepedepunHbie
namate OC / ycTpowcTBa
\ J

Harpyska

ceTeBas

nogcucrema
J
N\
nogcucrema JncKoBas
BBOJa/BbiBOOA nogcucrtema
. J

oC /
% ObicTpasd
69 TOYHas >~< OoTHeT
24




POCSHEPIrOATOM

3HaA4YMMOCTb Nnepuoaa aTaku BHUMASC

<= A
>
©
i
@®
i)
™
@®
xS
=
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TOYKa NPOHNKHOBEHUA Bpe,EI,OHOCHOVI Harpys3kum

25



POCSHEPIrOATOM

3Ha4YMMOCTb nepuoaa ataku - CtatucTuka BHUMNASC
g [To ctatuctumke «Jlabopatopumn Kacnepckoroy,
00 B cpeaHeEM OOHapyXXeHue uerieBou atakm npomcxoguT
AHen cnyctsa 200 oHen C MOMEHTa ee aKTUBHOCTN...[1]
9 ATaka <Stuxnet> npogormkanacb 9 mecsaues [2]
MecsLEeB

U3 75 obHapyxeHHbIX B 2016 roay Kaspersky Lab
YA3BMMOCTEUN K cepeanHe mapTta 2017 roga npounssoaun-
3aKPLITO Tensamm npombitunieHHoro MO 6bino 3akpbiTo 30. [3]

60%

[1] BeHnamuH JleBuoB, "AHaTOMMs TapreTupoBaHHou aTakun”, 16 gekabpsi 2016 (https://business.kaspersky.ru/targeted-attack-anatomy/4388/)

[2] Mo maTepunanam ctaTbu "LleneHanpaBneHHble aTaku - obHapyxeHue 1 3awmTa", Hukonan MNeTpos, usgarue "Information Security”, Ne2, 2014
(http:/lwww.itsec.ru/imag/insec-2-2014/) 26
[3] https://ics-cert.kaspersky.ru/reports/2017/03/28/threat-landscape-for-industrial-automation-systems-in-the-second-half-of-2016/



POCSHEPIrOATOM

3Ha4YMMOCTb nepuoaa ataku - CtatucTuka BHUMNASC

2008 The Fanny worm presumably compiled in July 2008
NOJ1b

2008 It was first observed and blocked by our systems

nekabpb iIn December 2008

2009 For escalation of privilege, Fanny used a vulnerability
VIOHb patched by the Microsoft bulletin MS09-025...*

Mo matepunanam: https://securelist.com/blog/research/68750/equation-the-death-star-of-malware-galaxy/ 27
* https://technet.microsoft.com/ru-ru/library/security/ms09-025.aspx



POC3HEPIrOATOM

BpenoHocHaqa Harpyska - [1pnmepsl BHUMNASC

[TpmMepbl BpeaoHOoCHOW Harpysku (payload):
* yOaneHHbIW OoCcTyn,
* MOAYIb pacrnpocTpaHeHUa BHYTPU MHAPACTPYKTYpbI;
* OYMCTKa CNegoB akTUBHOCTU, CAMOYHUYTOXEHUE;
« B3ammopeuncTteune c C&C* n obHoBneHune;
* NOUCK MHOPMAaLMM HA ONCKE;
* WndpoBaHUE;
* KfaBuaTYpPHbINA LMNOH;

* 3allUCb 3KpPaHa,

YTEeHWE NoKanbHOM NOYThI.

BeHnnamuH JleBuoB, "AHaToMMs TapreTupoBaHHom aTtakun”, 16 gekabpsa 2016, https://business.kaspersky.ru/targeted-attack-anatomy/4388/ 28
* C&C — command and control server (komaHOHbIA cepBep)



POC3HEPIrOATOM

BHUNASC

NMPUMEPDbI ATAK



POCSHEPIrOATOM

[Tpnmep atakm - Duqu BHUMADC

~

In one case, Duqu arrived at the target using a specially crafted,
Microsoft Word document. The Word document contained a currently
undisclosed 0-day kernel exploit that allows the attackers to install
Duqu onto the computer unbeknownst to the user.

-y

W32.Duqu

The peecursor to the next Stuxset

One of the variant’s driver files was signed with a valid digital code
signing certificate that expires on August 2, 2012. We believe the
private keys used to generate the certificate were stolen from the
company. Having a legitimate certificate allows Duqu to bypass default
restrictions on unknown drivers and common security policies.

J

Symantec, "W32.Duqu. The precursor to the next Stuxnet", Version 1.4 (November 23, 2011) 30



POC3HEPIrOATOM

[Tpnmep atakm - Duqu BHUMADC

In addition, the DLL can scan for and attempt to bypass components
of a variety of security products.

v Symantec.

Security Response

W32.0uaqu Resource 302 Is a loader program. It can load the payload into

nnnnnnnnnnnnnnnnnnnnnnnn

= —— memory and execute it in several different ways.

The peer-to-peer protocol is not configured by default for use, but has
been seen configured for use in cases where a computer cannot
reach the external C&C server.

Symantec, "W32.Duqu. The precursor to the next Stuxnet”, Version 1.4 (November 23, 2011) 31



POC3HEPIrOATOM

[Tpumep atakm - Duqu 2.0 BHUMADC

In general, once the attackers gain access into a network, two phases follow:
* reconnaissance and identification of network topology;
» lateral movement.

KASPERIKY4 GREAT

In the case of Duqu 2.0, the lateral movement technique appears to \
have taken advantage of another zero-day (CVE-2014-6324), which
was patched in November 2014 with MS14-068.

This exploit allows an unprivileged domain user
to elevate credentials to a domain administrator account. J

The attackers can deploy two types of packages to their victims:
« "basic", in-memory remote backdoor (~500K);
« fully featured, C&C-capable, in-memory espionage platform (18MB).

Kaspersky Lab, "The DUQU 2.0. Technical Details", Version: 2.1 (11 June 2015) 32
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[Tpnmep aTtaku - Stuxnet BHUNADC

ataka npojornkanack 9 mecaueB

3a 9T0 BpeMs Dbl OTMEYEHBI
3 Mmogudmkaumum yepBs <rnpum.: TpU «BOSHbLI» aTaknN=>

HEPBb MCIMOJTIb30Ball yA3BUMOCTU HYJN1eBOIro AHA

Mo matepuanam ctatbu "LieneHanpaBneHHble aTakm - o6HapyxeHne n 3awuta”, Hukonan MNeTtpos, n3gaHue "Information Security”, Ne2, 2014 33
http://www.itsec.ru/imag/insec-2-2014/
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[Tpnmep aTtaku - Stuxnet BHUNADC

nocne nHctannaumm ¢ USB-donewl Tpu pasa,
yepBb cebf yaanan <rnpum.: CaMoyHUYTOXanca=>

HU OAHa U3 NPAHCKUX CUCTEM
He nMmerla npsamoro coeamHeHus C MHTepHET

ataka nHguumpoeana 12 TblC. KOMNbLIOTEPOB
B MNATU NPAHCKUX OpraHu3aumsax

Mo matepuanam ctatbu "LieneHanpaBneHHble aTakm - o6HapyxeHne n 3awuta”, Hukonan MNeTtpos, n3gaHue "Information Security”, Ne2, 2014 34
http://www.itsec.ru/imag/insec-2-2014/



POC3HEPIrOATOM

BHUNASC

ATAKA HA YPOBHE XU3HEHHOI'O LIUKIIA



ATaka Ha YpPOBHE XXU3HEHHOIO LIUKI1a

N

[MpoekTnpoBaHune

>I'I pwo6peTeHme/\\

>BBo,£|, B \

POC3HEPIrOATOM

BHUNASC
Jkcnnyatauns/ \ BbiBoa 13
>conpoBoxaeHune/
aKcnnyaTtauum
obcnyxueaHue

/ NMPOV3BOACTBO /

3KcnnyaTau,m0/

\ 4 \ 4 \ 4 \ 4 \ 4
| MUX-DEMUX |
Paspaborun/ [Mponssoau- PacnpocTtpa- KnueHt/
Software/ P A [NocTaBLmK pocTp [MoTpebuTtenb
Tenb HeHue 3aKasuuk
Hardware

36
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3HaA4YMMOCTb Ha pa3nunyHbix dpasax XKL BHUMNASC

o o 6 > t, pasbl KL

* XKL — KM3HEHHbIN UK 37



POC3HEPIrOATOM

[Tpnmep aTtaku B nepcnektuse XL - Duqu BHUMASC

~

The attackers are looking for information such as design documents
o vpahice that could help them mount a future attack on various industries,
including industrial control system facilities.

J

W32.Duqu

The peecursor to the next Stuxset

~

Dugu’s purpose is to gather intelligence data and assets from entities
such as industrial infrastructure and system manufacturers,
amongst others not in the industrial sector, in order to more easily
conduct a future attack against another third party.

J

Symantec, "W32.Duqu. The precursor to the next Stuxnet", Version 1.4 (November 23, 2011) 38
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POC3HEPIrOATOM

BbiBOAbI BHUMASC

1. KondumaeHuuwansHocTs B ACY T # 0.

2. KoHpunoeHumanobHocTe BAXKHA.
Henb3a npeHebperaTb 1 HE y4YnTbIBaATb.

3. B nogaenstowem bonblunHcTee cnydaeB ans ACY TI1
LeNOCTHOCTb UMK AOCTYMHOCTb MMELIOT NPUOPUTET BhILLE,
4YyeM KOHMaeHUManbHOCTb, TO €CTb B 00LWEM Crny4ae:

U, A>K>0



bnaropapro 3a BHUMaHuMe.
Bonpocbi?

Password:

Cancel



POC3HEPIrOATOM

BHUNASC

MPUNOXEHUA



POC3HEPIrOATOM

HepeknapmpoBaHHble BO3MOXHOCTH BHUMASC

HeneknapunpoBaHHbI€ BO3MOXXHOCTH:
PYHKUMOHANbHbIE BO3MOXHOCTU CPEACTB BbIYUCIIUTENBHOMN TEXHUKU U
NporpaMmmHOro obecrneyeHunsl, He orNMCaHHbIE TN HE COOTBETCTBYHOLLNE
OMUCaHHbLIM B AOKYMEHTALMN, KOTOPbLIE MOTYT NPUBECTU K CHUXXEHUIO UMK
HapyLLEHUIO CBOUCTB 6e30nacHOCTU MHGOpMaLUN.

FOCT P 53114-2008, 2008, «3awwTa nHdopmaummn. ObecneyeHme nidopmaumnoHHon 6esonacHocTn B opraHnsaunm. OCHOBHbIE
TEPMWHBI U OMPEAENEHNS».

43



POC3HEPIrOATOM

Harpy3ka (payload) - OnpeneneHue BHUMASC

Payload (Harpy3ka, Bpe4oHOCHas Harpyska):

The "cargo" code in a virus rather than the portions used to avoid detection
or replicate. The payload code can display text or graphics on the screen, or
it may corrupt or erase data. Not all viruses contain a deliberate payload.
However, these codes affect CPU usage, hard disk space, and the time it
takes to clean viruses. Payload can also refer to the data or packets sent
during an attack.

[McAfee] http://lhome.mcafee.com/virusinfo/glossary?ctst=1

Payload (Harpy3ska):
Payload is the actual application data a packet contains.

[SANS Institute] https://www.sans.org/security-resources/glossary-of-terms/

44
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Nangwadt yrpos BHUMNADC

*  30onaumnsa npoMbILLNIEHHbIX CETEN DONbLUE HE MOXET pacCcMaTpuBaTbCA Kak
Mepa ux 3awuTbl. [lons nonbIToK 3apaxeHun BpeaoHocHbIM MO ¢ yyacTuem
NepPeHOCHbIX HOCUTESNEN, 3apaXXeHNN pe3epBHbIX KOMUW, UCMOSIb30BaHNE B
CNOXHbIX aTakax U30LLPeHHbIX CNocoboB nepeHoca gaHHbIX U3
N30IMPOBAHHbLIX CETEN CBUAETENLCTBYIOT O TOM, YTO HEBO3MOXHO M30exaTb
PUCKOB NyTemM NPOCTOro OTKIII0YEeHUA CUCTEMbI OT UHTEpHeTa.

» OTHOCUTENLHO HeE3aBMCMMOE (OT «TpaguunoHHoro» IT) pasButme cuctem
NPOMBbILLIIEHHON aBTOMaTM3aumMn NPUBESO K TOMY, YTO NPOM3BOAUTENN
NHOYCTPUanbHbIX peweHnn rogammn paspabartbiBann nporpamMmmMHoe y
annapartHoe obecneveHne ACY Tl npaktnyeckun 6e3 yyeta TpeboBaHmin
MHOPMaLMOHHON 6e30MacHOCTM.

https://ics-cert.kaspersky.ru/reports/2017/03/28/threat-landscape-for-industrial-automation-systems-in-the-second-half-of-2016/
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NaHgwadt yrpos - Ctatuctuka BHUMNASC

BonbLlLINHCTBO BOTHET-areHTOB ABMSIOTCS MOAYJbHbIM BPENOHOCHbLIM no,
CbYHKLIVIOHaHbHOCTb KOTOPOIro MoOXet UaMeHATbCA ANHAMUNYEeCKHN, B TOM
4Yncrie Ha OCHoOBe AadHHbLIX O CUCTeMe, lNepeaHHbIX Ha KOMaHOHbIE CepBEpPLI
3JTOYMbILWWITEHHNKOB.

0% 5% 10% 15% 20% 25% 30%
Andromeda 25,1%
zeus I 18,1%
gheg 16,6%
pushdo 16,6%
getafix 16,6%
pucodex I 16,6%
paradise 16,6%
schwarz 16,6%

cryptowall  E————  O,7%
pony I 2,1%
bedep NS G,1%
betabot I 5 5%
ngréot I 4,6%
floder I 4,6%
sality I 4,0%
carberp EE—— 3,7%
hworm S 2,6%
spyeye HEE 1,7%
smoke W 1,6%
TDSS = 1,6%
darkcomet = 1,2%

W % OT BCeX aTaKOBaHHbIX NpoMbILLIEHHbBIX KOMNbIOTEPOB

Pacnpep.eneHme NPOMbILLUJTIEHHbLIX KOMMNbOTEPOB, aTaKOBAHHbIX OOTHeT-areHTamu, No cemenicTteam 60ToB

https://ics-cert.kaspersky.ru/reports/2017/03/28/threat-landscape-for-industrial-automation-systems-in-the-second-half-of-2016/ 46
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[TpmMepbl BO3OENCTBUN (TUMNLI aTak) BHUNADC
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